Al-Naji University
Bachelor's level (First cycle) - Bachelor degree in Cybersecurity Engineering
Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25hr
Program Curriculum (2025 - 2026)
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Lol Sameek| G | b Module Name in English Sl sl Bl o Language o (1w) Lect (hriw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) IIIEr)I(::m hsr?sv:rl; hrisem hf/‘:e; el MZZIeJleec(I:)Isgt:de
1 CE1104 _ [Democracy & Human Rights Gl Gsiag Akl el Arabic 2 0 0 0 0 0 5 33 17 50 2 B
2 NUCSE101 |Arabic Language iy alldsly Arabic 2 0 0 0 0 0 5 33 17 50 2 B
3 NU1102 Computer Fundamentals SR YHEN A VW) English 2 0 3 0 0 0 7 77 48 125 5 B
One 4 NU1101 Calculus I 1 JalSi g Jualds English 3 0 0 0 1 0 5 61 89 150 6 S
5 CE1105  [Physics sLjdll  English 3 0 0 0 0 0 5 47 78 125 5 s
6 CE1108  Biology stayl|  English 3 0 0 0 0 0 5 47 78 125 5 s
7 CSE1107 __ Digital Logic Design 80 (3hidl) asaai  English 2 | o 3 | o | o | 0 7 77 48 125 5 S
[ Total 17 0 6 0 1 0 39 375 375 750 30
\ \ Total SSWL 24 \ \ \ \
5 ; SSWL (hriw isi
el By e Lblls Sl Module Name in English Fael Al Bl o Language o, 1 w) Lect (hriw] Lab (hriw) P(r (hrl)w) Tut (hriw) Semn (hriw) hEr)I(sa:]m hs:sv::; Lﬂf/ﬁzvnf hfl‘gg;n crs Module Mz;el::::)lsclzt:de
1 NUCSE102 |New Headway Plus Ll Al English 2 0 0 0 0 0 5 33 17 50 2 B
2 CE1201  |Calculus IT 2 JdSigdalii  English 3 o | o | o | 1 | 0 5 61 89 150 6 s CALC102
3 CSEI203 |Electrical Circuits Analysis b Sl sl a3 English 2 o | s | o 0 0 7 77 73 150 6 s
Two 4 CSE1204 | Computer Networks 1 I gl i English 2 0 3 0 0 0 7 77 48 125 5 c
5 CsE120s | ITOTUCTIONTO LyDerseeuriy el () Atia B daska  English 3 0 0 0 0 0 5 47 78 125 5 c
6 CSE1206 |Computer Programming Ggulalidaay  English 2 0 3 0 0 0 7 77 73 150 6 C
Total 14 0 9 0 1 0 36 372 378 750 30
| Total SSWL 24 | | | | | | |
] ] ) . SSWL (hriw) Exam SSWL USSWL SWL MoTM®  Prerequisite
Level Semester No. Module Code Module Name in English A} ) Balad) o Language ECTS ™~
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrsem  hrisem  hrisem Module(s) Code
1 URBRC  |Ba'ath Regime Crimes GBI Gl pSail»  Arabic 2 | o | o | o | o | 0 5 33 17 50 2 B
2 URENG2 New Headway Plus Pre-Intermediat A ey Aal English 2 0 0 0 0 0 5 33 17 50 2 B URENGI1
3 ENMA201 |Engineering Mathematics I 1 4utis clpdly;  English 3 0 0 0 1 0 5 61 89 150 6 S CALCI151
Three 4 PRST202  |Probability and Statistics slaayly c¥lLWiaYl  English 3 0 0 0 0 0 5 47 78 125 5 S
5 CONE203  |Computer Networks IT Gpulall clys English 2 0 3 0 0 0 7 77 48 125 5 c CONEI153
6 OOPJ204 |Object Oriented Programming A sl Lnil Laaydl  English 2 0 2 0 0 0 7 63 62 125 5 C CORPI155
7 DSDE205 | Digital Systems Design Ayad ) alill) arasi  English 2 0 2 0 0 0 7 63 62 125 5 E DLDE105
Total 16 0 7 0 1 0 41 377 373 750 30
| Total SSWL 24 | | | | | | |
uGll ] ) 3 . SSWL (hr/w) Exam SSWL USSWL SWL WOAHE  Pprerequisite
Semester No. Module Code Module Name in English Aga) ) Balal) e Language ECTS T~
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrsem hrisem  hrisem Module(s) Code
1 URARA2  |Arabic Language 2 2 A pad) ALY Arabic 2 0 0 0 0 0 5 33 17 50 2 B URARA
2 ENMA251 |Engineering Mathematics I1 2 dyuaia clpaly,  English 3 0 0 0 1 0 5 61 89 150 6 S ENMA201
Four 3 SNPR252 |Secure Network Protocols LY Al e S gig e English 2 0 3 0 0 0 7 7 73 150 6 C CONE203
4 DASY253  |Database Systems il as) g Laliiil  English 2 0 3 0 0 0 7 77 73 150 6 C
5 ITAC254  |Information Theory and Coding Jmasllg claghall 4585 English 3 0 0 0 0 0 5 47 78 125 5 C PRST202
6 WEPR255 |Web Programming cuslldaw . English 2 0 3 0 0 0 7 77 48 125 5 E
\ Total 14 0 9 0 1 0 36 372 378 750 30
| Total SSWL 24 | | | | | | |
] ) i i SSWL (hriw) Exam SSWL USSWL SWL MOAME  prerequisite
Level Semester No. Module Code Module Name in English Al ) Balall aud Language ECTS T~
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hrfw) Semn (hriw) hr/sem hpsem hrisem  hrisem Module(s) Code
1 PRMA300 |Principles of Ma t 50 (sl English 2 0 0 0 0 0 5 33 17 50 2 B
2 NUME301 |Numerical Methods damd) gkY  English 2 0 2 0 1 0 7 7 73 150 6 S
3 CRYP302 |Cryptography sddil|  English 2 0 2 0 0 0 7 63 87 150 6 C
Five | 4 | bacosos |pata Communications i) eyl English 3 0 2 0 0 0 7 77 48 125 5 c ITAC254
5 COAR304 |Computer Architecture Ggulall 4 laaa|  English 3 0 0 0 0 0 5 47 78 125 5 C DSDE205
6 NEPR305 |Networks Programming cldl 4w | English 2 0 3 0 0 0 7 77 73 150 6 E 0OO0PJ204
Total 14 0 9 0 1 0 38 374 376 750 30
Total SSWL 24 | \ | | | | |
LTt SSWL (hr/w) Exam SSWL USSWL SWL MOAUI® b rerequisite
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CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hriw) Tut (hriw) Semn (hr/w) hr/sem hrisem hrisem  hrisem Module(s) Code
1 INSE350  |Information Security clagleall il English 3 0 0 0 0 0 5 47 78 125 5 B CRYP302
2 NESE351 Network Security S pal English 2 0 3 0 0 0 7 77 48 125 5 C CRYP302
3 SSDE352  |Secure Software Design AaaY) sl asaai|  English 2 0 2 0 0 0 7 63 62 125 5 (o} 0O0PJ204
Six 4 OPSY353  |Operating Systems Jéual dakil|  English 2 0 2 0 1 0 7 77 48 125 5 c
5 CLAP355 | Cybersecurity Law and Policy el Gl g 0938  English 3 0 0 0 0 0 5 47 78 125 5 E
6 MALA358 |Micropr and Assembly Languag faaill 4l g A48l clalaal)  English 2 0 2 0 0 0 7 63 62 125 5 E COAR304
Total 14 0 € 0 1 0 38 374 376 750 30
| Total SSWL 24 | | | | |
. . " . SSWL (hriw) Exam SSWL USSWL SWL MOaUIe b erequisite
Level Semester No. Module Code Module Name in English Al 32} Balal) ansl Language CTS T
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrsem hrisem  hrisem Module(s) Code
1 URETH Ethics Agal) cl B English 2 0 0 0 0 0 5 33 17 50 2 B
2 GRPR401  |Graduation Project I 1z A g g pda English 0 0 0 2 0 0 5 33 67 100 4 C
3 DIFO402 | Digital Forensics Gudd ) Agal S English 3 0 0 0 1 0 5 61 89 150 6 c
Seven | 4 ARIN403 | Artificial Intelligence @=Uba¥l sl English 3 0 3 0 0 0 7 i 59 150 6 c
5 STRA404  |Security Threats and Risk Analysis Jhlial) Jilaig 454 iyl English 2 0 3 0 0 0 7 7 73 150 6 E INSE350
6 CCAS405 | Cloud Computing and Security el a9 dsugall  English 2 0 3 0 0 0 7 77 73 150 6 E NESE351
‘ Total 12 0 9 2 1 0 36 372 378 750 30
| | Total SSWL 24 | | | | |
wvoauie Y
UGV semester No. Module Code Module Name in English Al Al Balal) ) Language SSWL (hriw) Exam| | SSWL | USSWL |l SWL TS T Prerequisite
CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrsem  hrisem  hrisem Module(s) Code
1 ETHA450 |Ethical Hacking @AY La i English 3 0 3 0 0 0 7 91 59 150 6 ¢ STRA404
2 GRPR451 Graduation Project 11 2 g A gy sia English 0 0 0 2 0 0 5 33 67 100 4 C GRPR401
Eight 3 MAWS455 | Mobile and Wireless Security (Sl g J ganall oa‘lf English 3 0 0 0 0 0 5 47 78 125 5 c NESE351
4 WESE453 | Web Security sl oal  English 2 0 3 0 0 0 7 77 48 125 5 C WEPR255
5 NEFO454 Network Forensics il utal) a8 English 2 0 0 0 1 0 5 47 78 125 5 E DIFO402
6 CPSE457 | Cyber Physical Security el gl 6aY) English 2 0 3 0 0 0 7 77 48 125 5 E COAR304
‘ Total 12 0 9 2 1 0 36 372 378 750 30
Total SSWL 24 | \ \ \
Total 113 0 67 4 8 0 300 2988 3012 6000 240 Must be 240 ECTS
CL Class Lecture B Basic learning activities SWL: Student Workload
Lab Laboratory Module type C Core learning activity SSWL: Structured SWL
Structured SWL Pr  Practical Training ) Support or related learning activity USSWL: Unstructured SWL
(hr/w) type Tut Tutorial E Elective learning activity
Lect Online lecture
Semn Seminar
Module Type Hours Total % Hours Units Total % Units
Basic learning activities 650 10.83% 26 10.83% University Requirement
Support or related learning activity 1400 23.33% 56 ollege Requireme
Elective & Core learning activity 3950 65.83% 158 65.83% Departm Req
Total 6000.00 100.00% 240.00 100.00%




